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Exceptions and Interrupts

 “Unexpected” events requiring change in flow of
control

— Different ISAs use the terms differently
* Exception

— Arises within the CPU
(e.g. undefined opcode, overflow, syscall, TLB Miss)

* Interrupt

— From an external 1/O controller

7/31/2012 Summer 2012 -- Lecture #25
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Handling Exceptions (1/2)

* |n MIPS, exceptions managed by a System Control
Coprocessor (CPO)

e Save PC of offending (or interrupted) instruction

In MIPS: save in special register called
Exception Program Counter (EPC)

e Save indication of the problem

In MIPS: saved in special register called Cause register

In simple implementation, might only need 1-bit
(O for undefined opcode, 1 for overflow)

* Jump to exception handler code at address
0x???00180

7/131/2012
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Handling Exceptions (2/2)

* Operating system is also notified

— Can kill program (e.g. segfault)

— For |/O device request or syscall, often switch to

7/131/2012

another process in meantime
* This is what happens on a TLB misses and page faults

Summer 2012 -- Lecture #25
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Exception Properties

* Re-startable exceptions
— Pipeline can flush the instruction
— Handler executes, then returns to the instruction
* Re-fetched and executed from scratch
 PC+4 saved in EPC register
— Identifies causing instruction

— PC+4 because it is the available signal in a
pipelined implementation

* Handler must adjust this value to get right address

7/31/2012 Summer 2012 -- Lecture #25 14




Handler Actions

* Read Cause register, and transfer to relevant
handler

* OS determines action required:

— If restartable exception, take corrective action and
then use EPC to return to program

— Otherwise, terminate program and report error
using EPC, Cause register, etc.
(e.g. our best friend the segfault)

7/31/2012 Summer 2012 -- Lecture #25 15




/O Interrupt

* An |/O interrupt is like an exception except:

— An |/O interrupt is “asynchronous”
— More information needs to be conveyed

e “Asynchronous” with respect to instruction

execution:

— |/O interrupt is not associated with any
instruction, but it can happen in the middle of any
given instruction

— |/O interrupt does not prevent any instruction from
running to completion




Interrupt-Driven Data Transfer

Memory
(1) I/0 ;? add
interrupt .| sub user
7 and_| program
(2) save PC| Lor |/
(3) jump to
interrupt —_
service ~
routine (5) giige interrupt
(4) service
£ — routine
perform ir ‘//
transfer
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